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The Challenge of too Little Information

• Most COTS components are high quality

• Long term reliability for highly scaled 
CMOS is a concern

• Radiation data is typically unknown 

• Design, process material, construction, etc. 
Information is useful, but vague

• Heritage rarely applies to COTS
• No traditional lot traceability, frequent undisclosed 

design changes



Part Level Information Flow

On a project the size of MSL:
~2000 unique electronic components

Test Data:
Mil-Std 883
Data Sheets
Flight Heritage
Radiation Tests
Screening
Burn-in
Life test
Stress tests
…

Impact to project?
Likelihood?
Uncertainty?

~100’s components don’t meet Mil-Std
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Mission Success is defined through high level capabilities-
Never by radiation effects!



© 2019 California Institute of Technology. Government sponsorship acknowledged.

Notional Design Flow vs. Reliabilty
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Mitigation Approaches
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Complexity vs. Model Fidelity
Crossing Expert Domains
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Lowest Level of Fidelity:
COTS Radiation Guideline
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Rad Guidelines Codified in an Expert 
System



© 2019 California Institute of Technology. Government sponsorship acknowledged.

Lowest Level of Fidelity:
COTS Reliability Guideline
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COTS in Space Hardware Reliability
(White)COTS Reliability Codified in Expert 

System Automatically retrieves Intel Fab information to predict physics of failure 

Part Database

Bayesian Estimation

Circuit Simulation

Process Factor

ES performs:
Non-Homogenous and 
Linear 𝛼𝑃𝐹
adjustment

Prior: 𝜆𝐷𝐵
Likelihood: Results of 
BE (𝜆𝐵𝐸) and CS (𝜆𝐶𝑆)
The final result will be 
adjusted by  (𝛼𝑃𝐹)

(𝜆𝐷𝐵 , 𝜆𝐵𝐸 ,
𝜆𝐶𝑆, 𝛼𝑃𝐹)

WholeParts
A JPL tool to troll the internet and automatically approve parts for flight
>500,000 parts already in database
>50% of JPL parts are automatically approved
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Predictive TID for Analog Devices: 

IMPACT
Parts and specifications

Simulation Results

Inputs

Libraries of ~100 analog circuits by 2020



© 2019 California Institute of Technology. Government sponsorship acknowledged.

11

Generic Model Flow
(Using Standard reliability functions)

System Reliability 
Metrics

Component 
Reliability Metrics

Predictive Rad Modeling at the 

circuit/board level
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Closed-loop simulation resultsTemp. control loop within Sphynx C&DH

Monte Carlo analysis includedRad modeling embedded in parameter variation

06/04/2019

Predictive Rad Modeling at the 

circuit/board level
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Test data

Simulation 

Results

Standard 

Reliability
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Functional 
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layer

Requirements and Environments

System Level Model-based Assurance
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User Reports
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Conclusion
The (Unexpected) Benefits of Modeling

• Modeling can be a powerful RHA tool

• Make use of vague information
• Expert knowledge can flow into model if properly weighted

• Effective way to collect information (standard format, metadata, C.C.)

• Enables information sharing
• Sharing piles of papers, lists of lessons learned or best practices is 

cumbersome and discourages adoption

• A guide through a design/development/Ops process
• Model fidelity needs to be adapted to stages in design


